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Abstract 
On 25 May 2018 “the most monumental pan‐European regulation in the last decade” (Layton and 
Celant 2017), the General Data Protection Regulation became enforceable alongside a revision 
to the Data Protection Act. The regulation governs the use of personal data throughout Europe 
having impact on private, public and charitable organisations globally. The study focuses on one 
sector - the UK Further Education sector - who provide training and qualifications to 2.2million 
young people and adults annually (Association of Colleges 2019). Filling the void between 
schools and universities, the Further Education sector is unique in the challenges they face when 
ensuring compliance with this new legislation. These challenges include the application of 
legislation, noting key differences between the nations of the UK, and the moral duties placed 
upon the provider by parents who expect open dialogue with the education provider, consistent 
as happened with lower levels of education. This must be balanced with the student’s right to 
data privacy and control over who can access their educational records. 
The study is a first of its kind, critically analysing the approaches by Further Education providers 
to become and subsequently maintain compliance with the General Data Protection Regulation 
and the Data Protection Act. It highlights the impact on the provider, its staff and students. 
The research is significant because until now, data practitioners and senior managers have had 
no clear guidance from the Information Commissioner’s Office or the Department for Education 
on how the General Data Protection Regulation applies to the Further Education sector. The 
research provides baseline data to show the current landscape of compliance with the new data 
protection legislation, highlighting best practice and common challenges as providers continue 
on a journey towards compliance. 
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Chapter 1: Introduction 
Background 
The General Data Protection Regulation (European Council 2016), also referred to as GDPR 
became enforceable on 25 May 2018, alongside the Data Protection Act 2018 (British 
Government 2018). Described as “the most monumental pan‐European regulation in the last 
decade and may well become the world standard for data protection governance” (Layton and 
Celant 2017). Affecting any organisation, globally, processing personal data of people within the 
European Union. 
The recent enactment of the legislation means existing academic research may be considered 
outdated due to differences in practical application, presenting a unique challenge for the 
literature review. The number of published academic research materials is reduced with books 
scheduled fifteen months in advance of publication (Bloomsbury 2019). This timeframe does not 
account for the time to research and write the publication or conduct peer reviews. 
Research looking at data protection and data privacy under the new regulation is taking place at 
undergraduate, masters and PhD levels, noting the work of Kennedy (2019), Raywood (2018) and 
the DEFeND project (2020). The ongoing research demonstrates the importance of the topic at 
this time. Equally there is a wealth of research conducted on the Further Education sector 
(Husband and Jones 2019). However, the researcher was unable to find current academic 
research looking specifically at the impact of data protection legislation on the Further 
Education sector. The London School of Economics and Political Science (2019) did receive ICO 
grant funding for research into children’s data privacy, focused on the understanding secondary 
school age children have on how their data is used. They have subsequently produced an online 
privacy toolkit for children. While the age group is similar, fundamental differences in the make 
up of secondary education providers reduces the ability for this research to be applied to a 
Further Education setting. Furthermore, the researcher was unable to find this specific research 
topic within Solent Electronic Archive, the British Library database EThOS or Google Scholar, 
presenting the gap in research this study aims to answer. The study is a first of its kind providing 
comprehensive baseline data on data protection within the sector. 
Aims and objectives 
The aim of the research was too critically analyse the approaches to the General Data Protection 
Regulation and Data Protection Act 2018 compliance within the UK Further Education sector to 
identify best practice and common challenges. This was achieved by: 
1. Investigate who is involved with managing Further Education data protection compliance 
and ascertain the perceived importance of data protection at all levels of the Further 
Education organisational hierarchy. 
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2. Identify reoccurring tasks on Further Education compliance plans to determine the key 
priorities for the sector in ensuring compliance. 
3. Identify good practice for data protection compliance across the sector. 
4. Identify significant challenges to data protection compliance faced across the Further 
Education sector and the actions being taken to overcome these. 
5. Investigate the use of data subject rights and the occurrence of data breaches across the 
Further Education sector under the new legislation with a focus on the impact this has had 
on resource. 
Scope 
External factors unique to the time in which this study was conducted had the potential to 
influence views on data protection legislation and the legislation’s application on different 
sectors. These factors add to the richness of the findings and were considered when defining the 
scope of the study. While the General Data Protection Regulation is a European legislation, 
elements can be tailored towards individual member states recognising the individual needs of 
each country. A revision to the Data Protection Act tailored UK legislation. It is also important to 
note Brexit negotiations were taking place at the time of writing with organisations including 
the Further Education sector preparing for a range of potential outcomes including no-deal. 
The application of the legislation will differ between sectors and the types of businesses which 
make them up; affected by the organisation’s purpose, structure, customer base and offering. 
This research is specific to the UK Further Education sector, defined as post-16 education below 
degree-level (The Good Schools Guide 2020). Further Education is a critical part of the UK 
education system however, in recent years has experienced continued budget cuts (Allen-
Kinross 2018; Belfield, Farquharson and Sibieta 2018; Belgutay 2018; Jeffreys 2018), meaning it 
does not have the same monetary resource as the private sector to invest in compliance and 
take risks. While it may be possible to apply the findings of this study to organisations operating 
in the private sector, other elements of the educational sector or within other European 
countries, this has not being explored as part of this study. 
Research application 
The researcher has a personal interest in the topic, working as a Data Protection Officer within 
the Further Education sector. The researcher has first hand experience of how the legislation has 
been embedded within their own organisation and the challenges it presents however, they 
have also experienced a gap in guidance, with no materials or research focusing on the 
implementation of good data privacy practice within the Further Education sector. Therefore, the 
researcher is interested in how the approach to preparing for and subsequently complying with 
the changes to data protection legislation has varied across the UK Further Education sector. 
Benjamin Phillips Research Dissertation Page  of 11 72
The study has shown Data Protection Officers working within the sector recognise 
inconsistencies in practice between institutions. This research is the first of its kind. In excess of 
100 participants who have contributed to the research have requested to receive a copy of the 
findings, highlighting its value to the sector. One Data Protection Officer, responding to the 
freedom of information request made as part of the study, commented that they “think [the 
research] would be a very useful benchmarking tool”. 
The impact of the research extends to current and future Further Education students. The 
research incorporates the views of 12 current Further Education students, their view on data 
privacy and what Further Education providers can do to be more transparent in their use of 
personal data. If Further Education providers can use the studies findings to improve their own 
data governance practices, this gives students greater control over the use of their personal data 
and a greater understanding of its value. 
The outcomes of this research are intended to provide real world impact, with the findings 
informing Further Education data governance practices. Practitioners can use this data to 
evaluate their own compliance level and develop their practices to improve data transparency 
and accessibility for individuals to use their data rights. The research is formed using the 
experiences and views of current students and data practitioners working within the sector, 
giving senior management teams the confidence to use the findings to inform their 
organisation’s practices. 
The research study 
Chapters two and three explore the topic in further detail focusing on existing research on the 
current climate of Further Education and the evolution of data protection legislation. Chapter 
four outlines the studies methodology, providing detail on the response rates and levels of 
sector representation within this study. The findings from the study are explored through the key 
themes detailed in chapters five through nine. 
Benjamin Phillips Research Dissertation Page  of 12 72
Chapter 2: Context 
Data protection and data privacy 
Individual definitions of what is considered to be private are highly subjective and therefore the 
concept of privacy is hard to define (Kennedy 2019; Moore 2008). Cultures differ widely on their 
views of what a person’s rights are when it comes to privacy and how it should be regulated 
(International Association of Privacy Professionals 2019). This also differs by age group with 
Millennials, born between 1981 and 1996 (Dimmock 2019), and Generation Z, born between 
1997 and 2012 (Dimmock 2019), growing up in a world of online social media where information 
is readily available (Moran 2016). The Oxford dictionary (Waite 2012) defines privacy as the state 
of being alone and not watched or disturbed by other people. Privacy is the freedom from 
interference or intrusion, the right to have some control over how your personal information is 
collected and used (International Association of Privacy Professionals 2019). 
These definitions present the concept that individuals should have control over their data and 
who has access to it. Data protection legislation does this by empowering individuals to 
maintain data ownership including who has access to their personal data and how it is used. 
From an organisational viewpoint, data protection should be embedded throughout the 
organisation from both a governance and management viewpoint. Information governance 
focuses upon preventing corporate misbehaviour to reduce business risk (Price and Evans 2013). 
The implementation of systems, policies and procedures capable of ensuring data is handled in a 
secure way will enable an organisation to demonstrate accountability (The Centre for 
Information Policy Leadership 2009). An accountable organisation should have nothing to hide 
and can therefore be transparent about the way it processes personal data. 
When considering the concept of privacy, the question is asked of who should decide what is an 
acceptable use of personal data? The International Association of Privacy Professionals (2019) 
definition stated privacy should give individuals some control over how their personal 
information is collected and used, as appose to full control. This question was put to the US 
Government by FaceBook in 2019 when they called for legislation to be introduced to define 
boundaries on what is an acceptable use of information across the internet (Wattles and 
O'Sullivan 2019; Zuckerberg 2019). A problem which exists across an increasing number of 
sectors. As with privacy, it is a subjective decision with views differing based on culture, 
knowledge and motive. Elizabeth Denham (2018) says “life is too short to decipher fine print” 
with GDPR allowing people to take control of their personal data. But can people make informed 
choices about how their data is used? Kokolakis (2017) highlights a privacy paradox: in the 
digital age privacy is a primary concern however, individuals disclose person data for relatively 
small rewards such as to draw attention of peers on social media or for free WiFi access. People 
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focus on short term gratification of a service without considering the long-term risks (Acquisti 
cited in Williams et al Aug 2016). Barnes (cited in Williams et al Aug 2016) argues that people are 
genuinely concerned about privacy but have a lack of awareness for what they are giving away. 
European data protection legislation has evolved to give individuals and organisations a 
framework for what is an acceptable use of data. 
Evolution of European data protection legislation: 
The European Union is an economic and political union, consisting of 28 member states 
(European Union 2019a) across the 4million km2 of land which is home to 513million inhabitants 
(European Union 2019b). United through a set of shared goals and values, member states remain 
sovereign and independent states while delegating some decision-making powers to shared 
institutions to democratically decide on specific matters of common interest (European 
Commission 2019). This includes the creation of European laws, standards and frameworks 
including those concerned with the use of personal data. 
Data protection laws have evolved over a number of years originating with the human right to 
privacy. However, it wasn’t until 1981 when the Data Protection Convention (European Council 
1981) was adopted by the Council of Europe that data protection entered law. This recognised 
the need to protect citizen privacy while maintaining free flow of data between member states 
(Guarda and Zannone 2009). In 1995 the Convention (European Council 1981) became a 
Directive (European Council 1995), sitting alongside the Data Protection Act 1998 (British 
Government 1998). Article 288 of the Treaty on the Functioning of the European Union 
(European Council 2012) states “a directive shall be binding, as to the result to be achieved, upon 
each Member State to which it is addressed, but shall leave to the national authorities the choice 
of form and methods.” This means data rights and how they are accessed can differ between 
each member state as long as they meet a minimum standard. 
While relevant then, today people and organisations can share and access information on a scale 
never seen before. Advancements in technology, the internet and methods of communication 
enable information to be available almost instantly (Roser, Ortiz-Ospina and Ritchie 2019). These 
technological and business advancements have resulted in the 1995 directive becoming a 
“patchwork quilt of legislation that largely met the minimums” (Rowley 2016). Every organisation 
recognises information is vital to their business operations with many acknowledging a need to 
improve information management practices (Price and Evans 2013). There was a need for a 
single harmonised data protection framework which has become a wake-up call for every 
organisation in Europe who historically saw data protection as a nuisance, an unnecessary and 
an unwelcome layer of bureaucracy (Rowley 2016). This framework is the General Data 
Protection Regulation. 
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A regulation “shall have general application. It shall be binding in its entirety and directly 
applicable in all Member States” (European Council 2012). However, there is some limited scope 
to shape aspects within individual member states (The DPO Centre 2018) for example to reduce 
the age of consent from 16 down to 13 and to give special considerations to law enforcement 
and national security services. The Data Protection Act 2018 replicated the General Data 
Protection Regulation into UK law, defining these differences. Approved by the European Union 
parliament in 2016 following lengthy discussion, the General Data Protection Regulation 
becoming enforceable on 25 May 2018. Burgess (2019) claims these are the strongest data 
protection rules in the world. 
The General Data Protection Regulation is designed to account for technological and business 
changes and establish data protection legislation suitable for the current climate achieved by 
putting greater emphasis on organisations to take ownership of the information they hold and 
develop systems which encompasses privacy by design. An increasing number of organisations 
view the ability to protect sensitive information as a critical success factor (Zannone, et al. 2010). 
Despite this, according to FEnews (Mali 2018) at the point GDPR became enforceable less than 
10% of organisations and half of charities were prepared for the legislation with two thirds of UK 
organisations storing data in a non-compliant manner. Furthermore, the protection of electronic 
based personal data will become more prescriptive with the introduction of new EU e-privacy 
regulation which will replace the current PECR (CMS Legal 2019). First introduced by the 
European Commission in 2017 there has been a delay in passing the regulation with member 
states still debating the methods of achieving the overall aims (Dunlop 2020). 
Data protection in the United Kingdom: 
The United Kingdom is a sovereign country, consisting of the nations: England, Scotland, Wales 
and Northern Ireland; located off the northwestern coast of mainland Europe (Barr et al. 2019). 
The UK has a collective population of 66.4million inhabitants (Office for National Statistics 2019). 
Once recognised for its industrial empire, manufacturing continues to shrink, today primarily 
known for its service business which make up two thirds of GDP (Barr et al. 2019). This includes 
the finance sector with London being recognised as one of the finance capitals of the world. As a 
services based country, these businesses naturally deal with large volumes of personal data on a 
daily bases. 
The United Kingdom joined the European Union in 1973 (European Union 2019a) however, 
discussions on whether the United Kingdom leaves the European Union and negotiations about 
what this means practically, the process known as Brexit, had been ongoing since the EU 
referendum in June 2016. 44% of organisations believed they did not have to prepare for GDPR 
because Brexit would mean organisations within the UK would no longer be subject to EU 
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legislations such as the GDPR (Harding 2018; Rowley 2016). The delayed departure from the EU 
has meant the legislation became enacted into UK law. 
While writing this study, a Brexit deal was agreed (BBC News 2019; Payne 2020; Castle and Stevis-
Gridneff 2020), with a transition period introduced. GDPR would continue to exist within the UK 
meaning organisations would not need to take any immediate action on Brexit day. In 
preparation for a no-deal Brexit, data protection exit regulations (British Government 2019) had 
been passed making technical amendments to the GDPR so data protection legislation would 
continue to work in a UK-only context from exit day. 
Territorial scope of the GDPR is an important consideration when considering Brexit. If the UK 
had left the EU with a no-deal, it would become a third country until such time an adequacy 
agreement could be established. This was a potential scenario at the time the study was written 
with organisations transferring data between the UK and the European Union revisiting 
contracts and implementing safeguards, as per Information Commissioner’s Office guidance 
(Information Commissioner’s Office 2019b), to ensure data flow can continue post-Brexit. Further 
Education providers should consider this need when looking at international students studying 
at their providers, in relation to Erasusmus programmes and when reviewing their IT 
infrastructure, giving particular consideration to cloud-based data centre locations. 
In the approach to October 2019, the Information Commissioner’s Office (2019b) increased its 
Brexit guidance, with a focus upon no-deal Brexit. The topic of data protection post-Brexit is a 
complex scenario with many factors including deal vs no-deal, the size and type of organisation, 
volume and type of personal data being processed and data flows. The complexities and 
granular nature of this topic place it outside the scope of this research paper. However, the 
researcher felt it was important to acknowledge the massive level of uncertainty Brexit 
generated (Harding 2018) and continues to generate for all organisations both in the UK and 
European based who regularly transfer data between the UK and other countries. 
The UK Further Education sector: 
In 2014 the law changed making it compulsory to study some form of Further Education until 
the age of 18 (The Goods School Guide 2020). The Further Education sector is made up of 
different types of institutions (ETF Services Ltd 2020). Further Education colleges are the biggest 
employers in the sector, employing 116000 full time equivalent staff and provide training and 
education for 2.2million young people and adults (Association of Colleges 2019). The majority of 
16-18 year olds are taught at Further Education colleges. The sector also comprises adult and 
community learning providers, work-based learning, offender learning and skills services and 
independent learning providers (ETF Services Ltd 2020). Further Education “includes any study 
after secondary education that’s not part of Higher Education” (UK Government 2019). Providers 
Benjamin Phillips Research Dissertation Page  of 16 72
deliver education from level one upwards including: entry level programs, A Level and BTEC 
qualifications, work based apprenticeships, the soon to be introduced T-Levels and an increasing 
number delivering Higher Education (Augar et al. 2019). 
Classed as exempt charities, colleges are not for profit organisations governed by the 
department for education (Stokoe and Haynes 2012). Students are at the centre of what they do 
but they are under increasing pressure to deliver high quality education with less funding. 
Further Education funding per student has fallen by 12% since the academic year 2010/11 
(Institute for Fiscal Studies 2019). Augar (et al. 2019) highlights the unpredictable and 
diminishing funding combined with the number of different areas Further Education providers 
serve has been a positive in enabling colleges to become highly diverse. The researcher 
recognises their diversity and ability to change as a contributing factor in their ability to embrace 
the General Data Protection Regulation. 
Further Education exists within its own bubble of legalities and parental expectations. Their 
classification means they are not schools but, equally they are not universities. This can open 
guidance published for the education sector to scrutiny as debate forms around guidance 
application. Especially factoring in age, given students aged 16 and 17 living in England and 
Wales are considered competent data subjects in their own right (European Council 2016) but 
are still classed as a child, with someone else having parental responsibility for them (British 
Government 1989). 
To understand and address increasing challenges on the sector, in 2015, the Department for 
Education introduced area reviews as part of a review into post-16 education (UK Government 
2017). These reviews looked at an organisations long term viability, encouraging collaboration 
within the sector, making merger recommendations with a view of increasing the providers long 
term profitability through the sharing of back office services (Collins 2016). Data protection 
teams are one of the back office services which can be shared while noting the increased 
workload of a larger organisation. The merger process presents a challenge to these teams of 
aligning historic process and managing compliance of a larger organisation, spread across 
multiple campuses. Organisations which differ greatly in their approach to data protection face 
greater challenges as the Data Protection Officer has to demonstrate why the approach one or 
both of the colleges has been following post-GDPR is no longer suitable. 
Chapter summary 
This chapter has highlighted the complexities which can occur through the application of 
European legislation across different member states given a countries individual needs and the 
number of people affected. The chapter has also highlighted an education sector facing a set of 
unique challenges with a wide client base, a variety of provider types and continued cuts in 
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funding however, this is what makes Further Education highly adaptable and this can be 
considered a strength when adapting practice to maintain compliance with data protection 
legislation. 
Through this paper the researcher explores the unique challenges faced by the sector including 
how it safeguards the vast volume and magnitude of data in its care. The study explores who 
should have access to this data, balancing parental expectations with a student’s right to privacy 
and goes on to qualify the theory with first hand experiences of Further Education students and 
data practitioners. 
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Chapter 3: Literature Review 
Research overview: 
Ridley (2012) uses a jigsaw as a metaphor for research. This research does not sit in isolation, it’s a 
piece towards completing the whole puzzle and is shaped by what others have done before. The 
literature review contextualises this paper describing the bigger picture, providing the gap in 
research this paper aims to fill. Literature is a collection of academic and peer-reviewed writing 
with the most important and salient aspects pertinent to this research project included within 
the review (Transformation Project 2016). 
The literature review contributes to the overall research aim through a set of objectives: 
1. Investigate the evolution of EU and UK data protection legislation to understand the need for 
GDPR. 
2. Investigate the current landscape of Further Education and the challenges of data protection 
compliance unique to the sector. 
3. Identify key priorities for organisations in managing their compliance with the GDPR. 
4. Identify current practice across the UK education sector for parental contact and the sharing 
of student data with third parties. 
5. Understand the current data security challenges within the education sector with a focus on 
personal data breaches. 
6. Investigate public understanding of their rights under GDPR, the frequency in which rights 
are being used and how organisations are responding to the use of rights. 
Key priorities in managing data protection compliance: 
Research by Price and Evans (2013) found organisations recognise the importance of information 
as a business input while also acknowledging information management practices are 
substandard. This shows a lack of governance. Information asset management is not treated with 
the same rigour as other scarce resources. One individual commented if finance was managed in 
the same way as information assets, the organisation would be bankrupt in a week (Price and 
Evans 2013). This highlights the lack of resource historically allocated to ensuring good 
information management practices across a range of industries. 
Calder (2018) highlights the regulation is not unnecessary and no individual requirement is 
egregious, instead the challenge of compliance is that all the requirements have came along at 
once and affects almost every organisation around the world. “GDPR sees a fundamental shift in 
the way in which data is handled, stored and distributed” (Harding 2018). “Customer data is the 
lifeblood of every business on the planet” (Risk Factory 2015). However, it should not require 
GDPR for organisations to be able to reassure customers their personal data is secure and 
processed fairly (Rowley 2016). A blog post by Jisc (Cormack 2017) suggests the biggest 
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challenge colleges and universities would face is accountability for the data within their 
organisation. The General Data Protection Regulation has increased auditing requirements on 
organisations which process personal data with article 30 (European Council 2016) outlining key 
documents every organisation must hold. One of these documents, a data map, outlines the 
categories of personal data held by the organisation and for some this is the first time the 
organisation has identified the breadth of data they hold. Only data used for the purpose it was 
collected should be held (European Council 2016). Data maps and data privacy impact 
assessments, are the initial steps to identify and minimise data held and the systems it is held on. 
The problem with accountability occurs because Further Education providers, like all 
organisations, have had a lack of data governance. Information assets are managed by individual 
people within individual departments meaning few people are able to take an enterprise wide 
approach to information management (Price and Evans 2013). Without the appropriate 
governance and management tools implemented, an organisation cannot have an effective 
information management environment (Price and Evans 2013). Article 37 (European Council 
2016) made the role of Data Protection Officer a statutory obligation where specific criteria is 
met, with the role being optional for other organisations. A Data Protection Officer is an expert in 
data protection who ensures their organisation processes personal data in compliance with data 
protection laws (European Data Protection Supervisor 2019). The role can be held internally or 
outsourced but, the Data Protection Officer must be able to independently perform their tasks 
(European Council 2016). This means other duties cannot interfere with their Data Protection 
Officer tasks. A Data Protection Officer cannot determine purpose and means of processing and 
therefore duties commonly found within senior management positions will be a conflict of 
interest (Article 29 Working Party 2017). The researcher believes the mandatory introduction of 
the Data Protection Officer role is the enabler to make information management an enterprise 
function. Data Protection Officers can provide governance, allowing senior management to take 
ownership and demonstrate accountability over all information assets. 
The statutory requirement to have a Data Protection Officer created a massive demand for data 
protection jobs in 2017 and 2018 (Sherick 2017), with some job sites seeing over a 700% increase 
in vacancies posted to their site and an increase of almost 300% in applicant searches since the 
legislation was ratified in 2016 (Fadilpašić 2018). This imbalance of supply and demand makes 
experienced Data Protection Officers a sought after resource. Neuvco (2019) claim the median 
Data Protection Officer salary in the UK is £42,283, with Glassdoor (2020) giving a higher figure of 
£50608. When factoring in other roles within data protection, the job site TotalJobs put the 
average salary at £27000 but highlights this can vary by sector with the education sector paying 
£27000 - £32500 (Totaljobs Group Ltd 2019). In a sector with continuing financial constraints, the 
financial resource allocated to ensuring good information governance can be viewed as an 
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indicator of how seriously the provider is taking its obligations. While a provider may have every 
intention of maintaining good information governance the budget has competing priorities. 
Information governance is managed by business support departments. The purpose of a Further 
Education provider is to deliver an education and it can be perceived that business support, who 
indirectly contribute to the purpose, must fight to justify budgets more than curriculum areas. 
Data security and data breaches: 
A lack of information governance can increase the likelihood of a personal data breach 
occurring. A breach of personal data is “a breach of security leading to the accidental or unlawful 
destruction, loss, alteration, unauthorised disclosure of, or access to, personal data transmitted, 
stored or otherwise processed” (European Council 2016). Data is the new currency and the 
world’s most valuable resource (The Economist 2017). It is the oil of the 21st century (Webster 
cited in Gallagher 2019). Organisations have an obligation to protect this data (European Council 
2016). Research conducted by DLA Piper (2019) has shown over 59,000 data breaches have been 
reported across the European Economic Area since May 2018, with the Netherlands, Germany 
and the UK ranking top for the number of breach notifications. During the first year of the 
General Data Protection Regulation being enforceable the Information Commissioner’s Office 
(2019c) received circa 14000 breach notifications, an increase from 3300 the year previous. The 
researcher believes this increase is due to more rigorous reporting obligations and increased 
awareness of these obligations, rather than a spike in breaches taking place. 
Universities have historically been seen as prime targets for cyber attacks and data theft because 
of the intellectual property and high value research held on University servers (Winder 2019; 
Cuthbertson 2018; Jay 2019). Whitehead (2019) says the UK education sector has a reputation of 
being easy targets for cyber attacks. Student data has been attacked at 43% of Higher Education 
institutes, demonstrating personal data holds an equal value (Gallagher 2019). Further Education 
providers hold vast quantities of data. ESFA and DfE reporting requirements mean Further 
Education providers are collecting vast amounts of personal data from every student. “Data, 
information and knowledge underpins and enables every business activity” (Price and Evans 
2013). The type of data held on students by schools and colleges may include mothers maiden 
name, national insurance number and bank details, making them targets for hackers and 
criminals who may wish to commit identify theft (Parent Coalition for Student Privacy and 
Badass Teachers Association 2018). Children have a clean credit history with a growing number 
of children’s details being sold through the dark web from $10 per child with figures increasing 
to over $1000 depending on the amount of data included (Palmer 2019; Connolly 2018). 
With an increasing amount of personal and high value data being held electronically, Further 
Education providers must have appropriate safeguards to protect this data from cyberattacks. 
One in five schools and colleges have been a victim of cyber crime, a figure compatible with the 
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26% of educational institutions who admit to not being fully prepared to deal with cyberattacks 
(Ashton 2018). Often the reason for initiating attacks can only be speculated but where reasons 
have been identified they are often financial, to obtain intellectual property or in the case of 
student hackers for revenge, for fun or to show off to peers (Chapman 2018). 
The threat is real. In March 2019 a UK based school lost year 11 coursework after a staff member 
opened an attachment containing a virus sent within a spoofed email, subsequently infected the 
school network with ransomware (Welch 2019; Wakefield 2019). An innocent action caused 
significant problems for this school. In the case of ransomware, Kapersky (2019) say it is highly 
unlikely anyone will be able to decrypt your data. All IT systems are vulnerable to cyber attacks. 
IT security experts say there is no such thing as an unhackable system (Chapman 2018; Mehboob 
2019; Opdenakker 2019). Your system is only as secure as its weakest link, including people 
targeted through social engineering. The National Cyber Security Centre (2019) reports “many 
cyber incidents at colleges are caused by untargeted attacks”. Training and awareness coupled 
with technical safeguards can improve how well organisations stop and respond to an incident. 
Recent cyber incidents include email accounts being compromised by a so called ‘ethical hacker’ 
to send doctored internal emails from a senior staff member’s email account (Camden 2019). The 
ESFA issued a warning following numerous providers receiving phishing emails, appearing to be 
from trustworthy sources, tricking individuals into transferring money (Whieldon 2019b). In the 
same year, a college in South West England experienced a targeted attack on their network 
which was initially feared to have resulted in the unauthorised access to personal data of both 
present and former staff and students (Whieldon 2019a; British Broadcasting Corporation 2019). 
Following investigations by the Information Commissioner’s Office and National Crime Agency it 
was concluded no personal data had been extracted from their systems (Angelini 2019). 
To test technical and operational safeguards JISC conducted penetration testing on 50 UK 
Universities and in 100% of cases were able to access high-value personal and research data 
within two hours (Coughlan 2019) further demonstrating the scale of the issue. A basic level of IT 
security can be achieved by following recognised frameworks. Adopting CyberEssentials or 
ISO27001 frameworks provides reassurance the organisation is safeguarding personal 
information in accordance with industry standards. 
However, it isn’t only providers at fault. In November 2019 the Information Commissioner’s Office 
found the UK Department for Education had not been transparent in the sharing of children’s 
personal data with the Home Office (Allen-Kinross 2019; Weale 2019). Then, in January 2019 the 
Education and Skills Funding Agency launched an investigation when the learning records 
service database, containing personal data on 28million young people, was accessed by an 
unauthorised data analysis firm to provide age and identity verification services for betting 
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websites (Trendall 2020; Camden 2020). If a critical government department has been unable to 
maintain compliance with the core principals of the legislation, the researcher asks how can it 
effectively advise individual educational providers operating within the sector. In advance of the 
General Data Protection Regulation becoming enforceable the Department for Education 
released a toolkit for schools which could not be translated into a Further Education setting. 
Furthermore, the toolkit provided insufficient guidance with accusations that the Department 
for Education failed to prepare schools for the the change in legislation (Whittaker 2019). 
Parental contact and data sharing: 
At what age you should be able to control who has access to your data and how it can be used is 
a controversial topic. The General Data Protection Regulation is a legal document however, while 
case law and best practice evolves, elements are open to subjectivity (Agarwal 2016). Kurzer 
(2018) says “consumers are the true owners of their own data, data controllers are responsible for 
its stewardship once it's shared”, a view upheld by the core principals of the regulation. This 
relationship should be true when it comes to students sharing their data with Further Education 
providers. Further Education students are primarily 16-18 years old with some arguing they are 
children and therefore parents should continue to be involved with their education (Goodall et 
al. 2011; Education Scotland 2019; Fischer et al. 2015). While accepted, there is disagreement 
about how parents should be involved when their son or daughter is on the verge of adulthood. 
Children have the same rights as adults under UK data protection legislation. The United Nations 
define a child as everyone “below the age of eighteen years unless under the law applicable to 
the child, majority is attained earlier” (Office of the High Commission for Human Rights 1989). 
This definition is adopted within the two principal acts relating to the protection of children’s 
rights - the Children Act 1989 (British Government 1989) and the Children Act 2004 (British 
Government 2004). It is also important to consider parental responsibility, defined in Section 3 of 
the Children Act 1989 (British Government 1989) as “all the rights, duties, powers, responsibilities 
and authority which, by law, a parent of a child has in relation to the child and his property”. 
Parental responsibility continues “up to the age of 18 years in England, Wales and Northern 
Ireland, and up to 16 years in Scotland” (General Medical Council 2018, p. 51). 
The Information Commissioner’s Office (2018) advises it will usually be in the best interest of the 
child for someone with parental responsibility to act on behalf of the child where the child does 
not understand their rights however, if the child is competent, to let the child act for themselves. 
Legal capacity in the General Data Protection Regulation (European Council 2016) is set at 16 
years old, but in the UK has been lowered to 13 years old (Data Protection Act 2018). 
The case of Gillick v West Norfolk and Wisbech Area Health Authority [1985] ruled in the House of 
Lords that doctors should be able to give contraceptive advice or treatment to girls under 16 
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years old. Since then, while not set out in statute, the Gillick competency test has been more 
widely used to determine whether someone has the maturity to make and understand the 
implications of their own decisions (NSPCC 2019). This could include whether a student aged 13 
understands how they are instructing their personal data to be processed. 
It is argued that parental involvement in education is in the best interest of the student (Castro et 
al. 2015). Boonk (et al. 2018) reviewed 75 studies examining the relation between parental 
involvement and academic achievement which found small to medium positive correlations 
between parental involvement and academic achievement. Boonk (et al. 2018) also highlights 
while parental involvement does not diminish as children grow older, the nature changes. A 
change from providing assistance in learning to fostering conditions to enable academic 
success. The researcher argues that a parent can foster conditions to enable academic success 
without personal data being communicated by the Further Education provider. As a young 
person begins to develop their independence and take responsibility for shaping their future 
consideration should be given to how the student is supported in their decisions. Education 
providers are able to provide a variety of support both internally and through local organisations 
tailored to the needs of each learner. Respecting a student’s desire to be independent, the 
mental mindset of the learner and considering the range of support available, it can be argued 
parental involvement would not always be in the best interest of the student. 
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Figure 3.1 - Age parents think their child is old enough to make their own decisions (Livingstone and 
Ólafsson 2018, p. 3) 
A survey asked 2032 UK parents at what age a child is old enough to make their own decisions 
about the websites and apps they use. The results, in figure 3.1, showed an average answer of 13 
years old with a mean answer of 16 years old. The study noted how the majority of parents with 
children up to the age of nine gave an average age of 13 or less, with the average age rising to 15 
years old for parents of 15 to 17 year olds (Livingstone and Ólafsson 2018). It is likely the findings 
could equally apply to a parents involvement in their child’s education with a contradiction 
between a parents recognition for independence at an older age while still wishing to play an 
active role. 
In a survey of 14000 university students asked whether universities should contact parents if 
worried about a student’s mental health, 18% said no and 66% said yes but only in extreme 
circumstances (AdvanceHE and Higher Education Policy Institute 2019). This demonstrates the 
complexities in data sharing and a provider being able to interpret when is the right time, if ever, 
to share personal data. 
You must have a lawful basis to process data. The study has shown there is a perception that the 
lawful basis for parental contact is not consistently agreed upon by the sector, with colleges and 
sixth forms relying upon legitimate interests, consent or public task. This has been further 
explored in chapter nine. 
Consent is defined in article 4 (European Council 2016) as “any freely given, specific, informed 
and unambiguous indication of the data subject’s wishes by which he or she, […] signifies 
agreement to the processing of personal data relating to him or her”. Under consent, students 
have the ability to freely give and remove permission to the provider to discuss their 
performance and progress at their place of study with their parents. Under legitimate interests 
the provider would claim it is in the interest of all parties for the provider to communicate with 
parents. Article 6 (European Council 2016) states the “processing is necessary for the purposes of 
the legitimate interests pursued by the controller or by a third party except where such interests 
are overridden by the interests or fundamental rights and freedoms of the data subject which 
require protection of personal data, in particular where the data subject is a child.” The legitimate 
interests are demonstrated through a three part test: purpose, necessity and balance. Public task 
is similar to legitimate interests but can only be used where “processing is necessary for the 
performance of a task carried out in the public interest or in the exercise of official authority 
vested in the controller” (European Council 2016). Under legitimate interests and public task, 
students have to use their right to object to stop this communication. The researcher believes 
that a provider should only demand and share the information required to provide their service 
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of education, everything else should be discretionary. In this mindset consent can be considered 
most appropriate. 
In addition to concerns over sharing data with parents, people are becoming increasingly 
conscious about who else has access to their data. Schools, colleges and universities are 
becoming data-driven, collecting vast quantities of student data from multiple sources, to carry 
out their core functions of an educational provider (Carmel 2016). When these systems are 
outsourced, this brings concern for how for-profit organisations may use this information for 
their own gain (Chui and Sarakatsannis 2015). According to Adewunmi (2017) businesses are 
naturally looking at the economic value of our data, harvested by everyday devices and systems. 
Data is power and our data gives self-interested companies power and control (Budzyn 2018). 
Principle A of the GDPR requires that personal data is processed lawfully, fairly and in a 
transparent manner in relation to individuals (European Council 2016). Therefore, students 
whose data is entered within these systems should know at the point they hand over their 
personal data, how it will be used and who it will be shared with. If both the Further Education 
provider and the system provider are determining the means and purpose for the use of the 
personal information then they are classed as joint-controllers and have a shared responsibility 
for informing the student how data will be used. 
An organisations use of personal data and who they share it with are communicated through a 
privacy notice. Its purpose is to enable data subjects to make an informed decision about how 
they want their personal data to be used. It is argued the majority of people do not read privacy 
notices and those who do often don’t understand them (Schaub 2017). It is important to make 
the notice age-appropriate, presented in a way which is easy to understand such as “diagrams, 
cartoons, graphics, video and audio content, and gamified or interactive content” (Information 
Commissioner’s Office 2019a, p. 31). All Further Education providers should consider this, 
particularly given the diversity of their stakeholders including learners with educational needs or 
lower standards of English who may find it difficult to read large volumes of text. 
Data subject rights: 
The General Data Protection Regulation is intended to enable people to take control of their 
personal data (European Union 2018). One way it does this is by giving people data rights. 
People, known as data subjects, have eight rights: to be informed, access, rectify, erasure, to 
restrict processing, data probability, object to the use of their data and to challenge its use in 
relation to automated decision making and profiling (European Council 2016). 
Many of these rights existed under the previous act however, people have an increased 
awareness since the introduction of the General Data Protection Regulation. A survey conducted 
by the Information Commissioner’s Office (2019b) showed 64% of Data Protection Officers have 
Benjamin Phillips Research Dissertation Page  of 26 72
seen an increase in data subjects exercising their rights post-GDPR. Therefore, it is important for 
organisations to understand data rights and have robust procedures in place to ensure data is 
not mishandled in responding to data subject requests. An experiment carried out by James 
Pavur (Kelion 2019) discovered that one in four companies who he contacted to make a right of 
access request on behalf of his fiancée would provide him with her records without requesting 
her identification or proof of his entitlement to act on her behalf. The experiment showed it was 
primarily large organisations which dealt with the request legally, highlighting the risk to data 
held by small to medium size organisations and third party processors. Further Education 
providers will be aware of their requirements under data protection legislation but must have 
robust processes in place to avoid creating a similar data breach. Providers who do not have a 
dedicated Data Protection Officer also need to consider who handles requests and ensure an 
appropriate level of training. 
Literature findings: 
The study of relevant data protection literature has revealed a complex, constantly evolving 
topic. The new regulation is built upon a strong foundation and it is agreed the new regulation is 
a positive and meaningful step forward. New legislation, with a lack of case law results in 
disagreement on what full compliance looks like. In these scenarios it is important for 
organisations to document their decision making processes so, should they be required to justify 
their actions and policies, they are able to demonstrate how the privacy of staff and students is 
at the centre of their day to day activities. 
The approach to parental contact is one area of disagreement which is particularly pertinent to 
the Further Education sector. The age in which a child is competent to control their data is 
subjective, taking into consideration the United Nation’s definition of a child, the age of parental 
responsibility and the Gillick competency test. Recognition is also given to the legitimate and 
understandable wishes of parents to be involved with their child’s education. This topic concerns 
both legal compliance with legislation and a moral duty to respect the privacy of a young 
person. Research conducted as part of this paper has provided further evidence, discussed in 
chapter nine, on the sector approach to parental contact and will enable organisations to make a 
more informed decision over their own practice. 
The literature has highlighted the value of personal data and the importance of protecting data. 
The education sector is not immune to the threats posed by social engineering and cyber 
attacks, instead is reported to be an easy target due to their lack of dedicated cyber-security 
experts and available funding (Education Executive 2019; Sirett 2019). It must implement 
appropriate safeguards to ensure the protection of personal data. There is evidence of 
underinvestment in this critical area of information security. Protection should also be extended 
to the use of information rights. The increase is right usage combined with tightened deadlines 
Benjamin Phillips Research Dissertation Page  of 27 72
comparable to the directive, puts increasing demand on organisations to fulfil requests while still 
ensuring the safe transfer of information to only those who should have access to it. 
The literature review has confirmed that, while there are large volumes of literature on data 
protection, IT security and information asset management, some of which looks at the education 
sector, there is little research which focuses purely on the Further Education sector. To develop a 
deeper understanding on the issues faced within this sector, further research is required to 
contextualise the wider available research. The literature findings informed the actions of the 
researcher, providing further clarity on the questions which this paper aims to answer. 
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Chapter 4: Research Design and Methodology 
Introduction 
This research analyses the approaches to GDPR and Data Protection Act 2018 compliance within 
the UK Further Education sector. In order to address the research aim, up to date baseline figures 
were collected from the sector using Freedom of Information requests. This was followed by a 
series of semi-structured interviews with Data Protection Officers and a focus group with 
students to understand the perspective of both the organisation and the customer. 
Ontology and epistemology 
Business and management researchers do not agree about one best philosophy (Tsoukas and 
Knudsen cited in Saunders, Lewis and Thornhill 2016, p. 136) and therefore the philosophy 
should reflect the researcher’s beliefs and the nature of the research topic. Beliefs are affected by 
epistemological and ontological views. Ontology is your version of reality, shaped by your view 
of the world and your beliefs (Denzin and Lincoln cited in Hillman and Radel 2018; Wyse 2012). A 
realist approach to ontology uses objective measurements to discover the one truth (Killam 
2015). This approach is used to prove a hypotheses right or wrong. However, this research seeks 
to understand data protection practice within the Further Education sector. The research 
question cannot be proven right or wrong with the potential for multiple outcomes dependent 
on the beliefs and experiences of those working within the sector. The actions and direction of 
the researcher is shaped by the research findings. This evolution is typical of a relativistic 
ontology where there are multiple versions of reality shaped by the meaning attached to the 
truth (Killam 2015). The researcher believes a relativistic ontological approach is most 
appropriate for this research. 
Epistemological approaches outline the relationship a researcher has with the research to enable 
them to gain knowledge. The researcher values knowledge gained through a logical structure 
with statistical analysis. “The golden rule to remember is research is a process of 
learning” (Blaxter, Hughes and Tight 2018, p. 149). The researcher believes that knowledge can 
be used to solve any real world problem, theoretical or people based. The researcher can either 
gather knowledge through an etic approach by observing the findings from outside or using an 
emic approach, where the researcher takes a subjective approach to reality and interacts with 
people to understand what truth means to them (Killam 2015). The emic approach, used for this 
research is best suited to a relativistic ontology. The researcher acknowledges the potential 
impact they are having in shaping the findings of this research by using this method. The 
researcher embraces this potential bias, using interactions with research participants to gain an 
in-depth understanding of their views and experiences. When using an etic approach, you 
discover the truth, where as an emic approach enables the truth to evolve. 
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Research philosophy 
A pragmatic research philosophy was considered best suited to this research topic as it offers 
high theoretical and methodological rigour combined with high practical relevance (Hodkinson 
et al., cited in Saunders, Lewis and Thornhill 2016, p. 6). Pragmatism starts with a problem, then 
looks for practical solutions which can be used to inform future business practice. However, as 
the methodology developed the research has adopted an interpretive paradigm which 
“attempts to make sense of the world around us” and “to understand the fundamental meanings 
attached to organisational life” (Saunders, Lewis and Thornhill 2016, p. 134). 
Research approach 
In looking for solutions the researcher will be building theory by adopting an inductive 
approach to research. The research is driven by the data, exploring the topic and developing a 
theoretical explanation as the data is collected and analysed (Saunders, Lewis and Thornhill 
2016, p. 51). The research will draw conclusions from the data collected and make 
generalisations from freedom of information responses about the sector based on specific 
observations. Creswell and Plano Clark (2007, cited in, Soiferman 2010, p. 3) describe this as 
working from the bottom-up, building broader themes and generating a theory. The researcher 
is approaching this study wanting to question what is happening in the sector rather than 
coming with the answer and trying to make the data support that answer. This research cannot 
be deductive because the research aim cannot be proven right or wrong. There is no theory to 
test. Instead the research project must maintain a flexible structure to enable the outcomes to 
be shaped by the findings. Consequently inductive research requires a prolonged data collection 
period as ideas have to emerge gradually (Saunders, Lewis and Thornhill 2016, p. 149). It is 
important for the researcher to implement suitable processes to ensure the integrity of the 
findings recognising this fluidity can be biased by their interpretation of the data and disregard 
for the context in which the research is carried out (Howat, 1999). 
Research strategy 
The researcher works within the Further Education sector and within a data protection team, 
therefore will use action research to solve real world business problems using the research 
findings. “It involves action, evaluation and reflection and, based on gathered evidence, changes 
in practice are implemented” (Koshy 2010, p. 1). “An action researcher is looking to create 
meanings, using rich descriptions and narratives” developing “expertise through looking at 
situations closely and analysing them” (Koshy 2010, p. 102). 
Data collection 
Research methodology explains how the researcher will find the answers (Swetnam 2000, p. 31). 
The researcher used a mixed methods research design strategy, collecting both quantitative and 
qualitative data, used to corroborate findings in the study (Walliman 2018, p. 28). Quantitative is 
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based on a measurement of quantity or amount whereas qualitative is based on the quality of 
data and discovering the underlining motives or meanings (Kothari 2004, p. 3). The qualitative 
data enabled the researcher to understand the why behind the figures and develop practical 
solutions for real world application. The data collection methods used were freedom of 
information requests, semi-structured interviews and focus groups. 
The researcher had planned to use a questionnaire distributed to Data Protection Officers 
working within the Further Education sector to gain a general overview of the sector and 
collaborate the findings of the literature review. Used in conjunction with freedom of 
information requests, the researcher felt the same data would be collated from the same sources. 
The researcher believed a greater response rate would be achieved through the use of freedom 
of information. Public sector organisations are subject to the Freedom of Information Act 2000 
(British Government 2000); that enables any person a general right of access to information held 
by public authorities. The researcher is entitled to be informed in writing by the public authority 
whether it holds information of the description specified in the request, and if that is the case, to 
have that information communicated to him (British Government 2000). Further Education 
colleges are subject to the Freedom of Information Act and therefore in September 2019, using a 
list of providers and contact details obtained from the Department for Education, the researcher 
sent a preset list of questions to 330 Further Education providers across the United Kingdom. 
September coincides with the start of the academic year and the enrolment of students for that 
academic year. This is a busy time for the education sector for both student facing and backend 
departments. The response rate is an indication of a providers ability to manage data 
governance response obligations with competing priorities. 
The responses enabled a baseline of quantitative data to deduce common practice and 
experiences. The researcher asked two Freedom of Information Officer to respond to the 
questions before circulating the request to ensure the responses allowed the outcomes to be 
deduced using this methodology. The Act provides public sector organisations a 20 working day 
timeframe to return the request. Of the 330 freedom of information requests sent, 63 providers 
acknowledged the request within 24 hours and 166 providers, representing 50% of the sector, 
responded within the statutory 20 working day timeframe demonstrating their commitment to 
information governance. The researcher sent a follow up email to providers who had not 
responded after 30 working days from the initial response, increasing the response rate to 251 
providers, 76% of the sector, by the end of the 2019 calendar year. 
Having analysed the results of the freedom of information requests, a series of semi-structured 
interviews were conducted. The researcher had a list of topics to be covered and questions to be 
asked, although the order in which they were asked varied from interview to interview 
depending on the responses from the participant (Saunders and Lewis 2018). These questions 
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ensured the conversation linked directly with aims and objectives while giving the participant 
freedom to discuss the topic as a whole, including material they felt was important to the 
conversation. Participants were Data Protection Officers who responded to freedom of 
information requests and as a result of snowballing, a sampling method where the next sample 
member is identified and volunteered by earlier sample members (Saunders and Lewis 2018). 
Participants were chosen based on their knowledge of the legislation and its practical 
application within the sector and their own organisations. The participants knowledge enabled 
the researcher to fill any gaps in knowledge and gain a greater insight into the quantitative 
results of the freedom of information requests. The researcher held four interviews, recognising 
the time consumed to arrange, hold, transcribe and analyse the conversation, however this 
provided rich data to reinforce and explain quantitative findings. 
The literature review highlighted the importance of students as customers in the actions of 
Further Education data protection teams. The researcher sought to understand student views on 
the value they place on their own personal data, age of consent and data transparency. The 
researcher planned to hold one focus group of 40 current Further Education students on a 
College Group staff development day which would have  provided a unique opportunity to meet 
with a large sample of participants from multiple campuses simultaneously but, this could not 
be organised for logistical reasons. The researcher was able to hold a focus group with 12 current 
Further Education students who were also members of the Student Executive within the Student 
Union of a College Group. The researcher scheduled a total of four focus groups at college 
campuses located across the south of England however, due to the covid-19 pandemic and the 
restrictions this created on the researcher being allowed to visit Further Education providers and 
convene students for focus groups this could not be achieved as part of this study. 
The structure of the focus group was planned to ensure the quality of the discussion and 
richness of the data. The participants previously knew each other and were familiar with a focus 
group setting. Questions were presented to all participants, discussed as a collective. The size of 
the focus group allowed for more discussion and a greater number of voices to be captured 
comparable with a larger focus group size. Each participant was given a participant  notes sheet 
to record their own individual thoughts, enabling all voices to be heard, including those who 
may be too shy to contribute in the larger setting or where their voice differed to the group 
majority. 
The sheet included a section for participants to voluntarily provide their age, gender, subject of 
study and post code to ensure the focus groups were representative of the diverse student 
population. Where provided this information showed participants ranged in age from 16 to 25 
years old with equal representation of male and female students. Students studied a range of 
disciplines including traditional academic studies, STEM subjects and performing arts at levels 
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one through four. Participant postal codes were mapped against POLAR3 data demonstrating all 
POLAR quintiles were represented. POLAR consists of five cohorts calculated based on the 
proportion of young people who entered Higher Education by the age of 19 for the geographic 
location (Higher Education Funding Council for England 2014). Martin (2019) highlights POLAR 
uses historic data and there are other tools can provide a more accurate representation of a 
student’s social economic background although, POLAR remains popular for both providers and 
academics because the data is published for public access. Furthermore, POLAR data is widely 
used in the quality processes of the Further Education sector. 
Approach to data analysis 
Multiple data collection methods and sources enabled the study to be examined from different 
viewpoints, cross-checking the results of the investigations, a concept known as triangulation 
(Collis and Hussey 2014; Denzin cited in Jick 1979; Walliman 2018). The technique originates from 
qualitative research conducted in the 1950s to avoid potential biases arising from the use of a 
single methodology but can also be used to determine the completeness of data (Heale and 
Forbes 2013). 
Table 4.1 - Data Collection Summary 
The research was cross-sectional, studying a particular phenomena at a particular time. In this 
study the implementation and compliance of data protection was being investigated in the 
approach to and following the introduction of the General Data Protection Regulation and the 
Data Protection Act 2018. 
Code of ethics 
The researcher had given ethical consideration to this research. It was granted approval by the 
University ethics panel before the project began. The researcher recognised the potential for 
sensitive data to be collected throughout the study, including commercially sensitive data on 
governance, approach to data protection compliance, data breaches and the use of data subject 
rights. Appropriate safeguards were implemented to protect this data. 
All participants were given a participant information statement before agreeing to contribute to 
the study, outlining the studies purpose and how the data would be used. A number of 
questions were asked of Further Education providers and individuals but, they were under no 
obligation to answer any of the questions and could withdraw from the study at any time. The 
Data Collection Method Type of Data Sampling Method
Freedom of Information Mixed Methods Voluntary Response
Semi-structured Interviews Qualitative Judgmental and Snowballing
Focus Groups Qualitative Cluster Random
Benjamin Phillips Research Dissertation Page  of 33 72
nature of a freedom of information request means the information provided is suitable for the 
public domain. Despite this, the research paper presents statistical data, representative of 
samples sizes where individual participants cannot be identified. Where possible information has 
been pseudonymised and explicit consent sort where individual views could be identified within 
the research paper or when audio recording took place. Copies of consent forms are held by 
both the participant and researcher. Where recording took place, a transcript was provided to 
the participant to approve its accuracy before data analysis took place. 
Information collected during this study has been treated confidentially, not shared with anyone 
other than the research investigators. Information was stored securely on an encrypted and 
password protected device. 
Data reliability and validity 
For the findings of this study to inform sector practice, the data must be reliable and valid. This 
had been achieved through the strong methodology detailed within this chapter and by 
ensuring the sample is representative of all views within the Further Education sector. 
The researcher believes the Further Education provider sample size is representative of the 
sector with 76% of Further Education providers in the United Kingdom having responded. Table 
4.2 below shows the distribution of the 76% who responded to the freedom of information 
request. 
Table 4.2 - Representation by area for freedom of information responses 
Region Response Rate Representation of respondents
England 207 82%
East Midlands 14 6%
East of England 23 9%
London 27 11%
North East 14 6%
North West 37 15%
South East 32 13%
South West 17 7%
West Midlands 21 8%
Yorkshire and the Humber 22 9%
Scotland 25 10%
Wales 12 5%
Northern Ireland 7 3%
TOTAL 251
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Freedom of information requests provided reliable baseline data on data protection in the 
Further Education sector across all nations of the United Kingdom with 251 responses. 
Additional guidance could have been provided for the question on lawful basis for contact with 
parents, with multiple institutions seeking further clarification on the scenario in which data 
would be shared. However, the researcher is confident in the validity of this information based 
on the qualitative explanations institutions provided alongside their responses. 
The researcher also considers the student perspective to be valid with 12 participants across the 
full range of POLAR3 quintiles having contributed. It is acknowledged these participants are 
based at the same provider and are all located on the South coast of England, due to the 
unforeseen constraints imposed by the covid-19 pandemic. It is therefore a recommendation of 
the researcher, in future studies, to undertake a large quantity of focus groups, seeking the views 
of a wider sample of students including in other geographical locations of the UK. This would 
verify whether geographic location has an impact on student views. 
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Chapter 5: Data Rights 
Understanding your data rights 
Data subjects have eight data rights (European Council 2016). The study has shown no 
correlation between the number of data subjects at a provider compared with the number of 
data subject requests received. During interviews, Data Protection Officers state the requests 
they receive are not because of the introduction of the General Data Protection Regulation but, 
instead because people are angry or upset with something (participant 3). This view was shared 
by current Further Education students during focus groups, with students stating they were 
more likely to be interested in how their data is used if they know it has been mistreated or a 
data breach occurred. Only one of the students who participated stated they requested data 
purely out of interest to see what was held. 
Interview participants stated there is a perception people are more aware of their rights post-
GDPR. This cannot be linked to any one source however, it is acknowledged the media have 
played a key part in this. Data Protection Officers find people quicker to reference GDPR but find 
they do not always understand how GDPR links to the request they are making. Fake news, 
focusing on marketing and miss-truths around consent are partially to blame (Strawbridge 2018; 
Hern 2018; Salsbury 2017; Field 2017). Organisations are having to myth bust, re-educate staff 
and students on what data protection really means. 
The foundations of good information governance will mean organisations can demonstrate how 
the systems and processes they have in place enable them to understand the data they hold and 
how it flows through their organisation. Good information governance helps ensure compliance 
with data protection legislation, including the ability to respond to data subject right requests 
within the statutory timeframes. 
Right of access 
Right of access gives data subjects the right to know whether a controller holds their personal 
data and if this is the case, to obtain a copy of that data (European Council 2016). Of the 246 
providers who responded to the questions on data subject rights, 64 providers stated they have 
not received any right of access requests between 25 May 2018 and 25 May 2019. While not 
impossible, it would be fair to assume someone might request their data within this timeframe. 
This could indicate poor record keeping or highlight a gap in staff training to be able to identify 
and escalate right of access requests to their Data Protection Officer. More optimistically, it may 
suggest some organisations are better at being transparent in the way they use personal data 
with the systems in place to make personal information readily available to the data subject. 
Only 138 providers recorded the number of data requests received from law enforcement and 
official authorities, restricting the value of any data analysis. Where this data is recorded several 
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providers stored this across multiple systems depending on who responded and therefore could 
not efficiently provide a figure for the number of requests received. This highlights that providers 
can do more to improve their record keeping and understand what data they have shared with 
third parties. 
Right of erasure 
Right of erasure, also referred to as the right to be forgotten, enables a data subject to have their 
personal data deleted when certain criteria are met (European Council 2016). Right of erasure 
requests are less common that right of access with 193 providers having not received a request 
in the first year from 25 May 2018. 
Request response time 
The General Data Protection Regulation reduces the amount of time providers have to comply 
with data right requests from 40 working days to one calendar month. 98.4% of the providers 
who responded stating they had received right of access requests had fulfilled all the requests 
within the statutory one month response timeframe. Providers who had to extend this 
timeframe highlighted the root cause as complexities in the requests made rather than a failing 
in process. In comparison 87.3% of the 55 providers who received a right of erasure request 
fulfilled the requests within the statutory one month response timeframe. 
The vast quantities of personal data held within the Further Education sector, often held across a 
variety of independent databases and manual systems is a contributing factor to the resource 
involved in complying with requests. From a governance viewpoint the provider must have an 
accurate data map to know where the data is held. This is one of the biggest challenges for 
providers. Once they have located the data there are technical considerations of whether historic 
applications will have the tools built in to export the data. Providers without a dedicated Data 
Protection Officer, may be presented with the challenge of allocating someone with the time 
and knowledge to collate, apply exemptions, redact and respond to the request within the 
statutory timeframe. 
Chapter Summary 
Data right requests existed under the previous legislation but there is now greater demands on 
providers to recognise and comply with these requests in a timely manner (European Council 
1995; European Council 2016). Where requests have been received, the majority have been 
returned inline with statutory timeframes. However, providers must ensure they have the 
processes and resources to return all requests. Staff must have sufficient training to be able to 
identify and escalate data right requests, particularly within the 64 providers who claim to have 
never received a request. 
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Chapter 6: Internal Awareness 
Responding to freedom of information 
The level of data governance compliance can be seen in how providers responded to the 
researcher’s freedom of information request. One provider misinterpreted the request as right of 
access, asking when the researcher had been a student of the provider. The researcher had been 
clear that they were making a freedom of information request and therefore this confusion 
should not have occurred. On the other hand the employees ability to identify the term data 
protection and associate it with a request for personal data highlights an element of training has 
been delivered. 
When responses were received the majority were handled correctly. One provider failed to 
change the default wording in their response template and another attached the wrong 
document, sending an irrelevant freedom of information response detailing their IT 
infrastructure and budget. These are examples of the human errors made by providers in 
responding to this request. Consideration should be given to the consequences if similar errors 
were made in responding to data subject requests. A different provider demonstrated the 
effectiveness of their IT security policies, asking for the request to be sent plain text within the 
email as their IT security policy does not allow staff to open attachments from unknown sources. 
Guidance for providers 
New legislation means the text can be open to interpretation with no case law to provide clarity. 
Providers turned to the Information Commissioner’s Office, Department for Education and 
membership bodies for clarity on how to comply with the General Data Protection Regulation 
however, they found little in the way of guidance (Whittaker 2019). Few resources were made 
available until after the General Data Protection Regulation became enforceable. Data Protection 
Officers and freedom of information responses have criticised the Department for Education 
guidance for being school focused, leaving Further Education in a void. The age group of the 
students and key differences in education legislation means school guidance cannot be 
effectively mapped into a Further Education environment. 
The Information Commissioner’s Office is relied upon by data protection practitioners on a day-
to-day basis as a source of guidance. Between 1 May 2018 and 24 May 2019 their telephone 
helpline, live chat and written advice services received over 470,000 contacts and their website 
had 16.6million views (Information Commissioner's Office 2019c). The volume of people using 
the service demonstrates the Information Commissioner’s Office is viewed as a trusted source of 
information. The guidance is sought after because it is released by the regulator however, 
interview participants criticised the regulator for the slow release of revised guidance and at 
times their guidance can be perceived as too lengthy and generic. Many internal action plans 
Benjamin Phillips Research Dissertation Page  of 38 72
had been developed around the Information Commissioner’s Office’s ‘preparing for GPDR 12 
steps to take now guide’ because this was the only guidance available from the Information 
Commissioner’s Office at the time. A document originally released in 2017, it highlighted 12 
areas for organisations to concentrate compliance efforts, referencing existing codes of conduct 
and article 29 working party documents. The document was concise, a total of nine pages, giving 
a general steer rather than the detail practitioners were looking for. 
It becomes apparent from research conducted as part of this study that Further Education 
providers want robust guidance and practical materials which are not open to interpretation. It 
may be that the guidance is purposely open to interpretation to allow the largest sample of 
organisations to apply their guidance for their own requirements. The regulator would also find 
it more difficult to conduct investigations and take enforcement action if a personal data breach 
occurred but the provider was following prescriptive guidance released by the regulator. 
Interview participants highlighted template privacy notices, consent forms and data collection 
forms as examples of practical materials. Direct communication with JISC revealed that they did 
work with select larger colleges in the approach to the General Data Protection Regulation 
before becoming enforceable to understand the impact the new legislation was having upon 
providers but, the findings were not published and no guidance has been actively publicised by 
JISC since May 2018. The Association of Colleges, who claim their members represent 95% of the 
sector (Association of Colleges 2020) published limited guidance on their website in the 
approach to May 2018, predominately only accessible to their members. Guidance was in the 
form of two webinars and a series of model documents produced by their solicitors and a 2017 
briefing document (Association of Colleges 2018). The Association of Colleges have done little to 
develop their offering since, offering a paid data protection consultancy service and a paid GDPR 
one year in workshop session. Several attempts were made to involve the Association of Colleges 
within this research however, no response could be obtained which was disappointing given 
their website states “they the first port of call when seeking information about English 
colleges” (Association of Colleges 2020). 
The lack of general and sector specific guidance has forced data practitioners to work together 
to inform their own practice. The study has shown a community has been developed through 
JISCMail groups and local forums that have developed the polices, procedures and practice used 
across the sector today. 
Staff training 
Anecdotal evidence suggests staff, volunteers and governors know data protection is something 
they need to take seriously but they don’t understand what that means and how to be 
compliant in their day to day jobs. 
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The Information Commissioner’s Office website makes several references to a need for 
organisations to provide initial and refresher training to individuals who have access to personal 
data as part of their job to ensure they understand the importance of protecting data and are 
familiar with security policies and procedures. Furthermore, article 37 (European Council 2016) 
lists the provision of providing training as one of the tasks of a Data Protection Officer. The 
training should be appropriate for the processing being undertaken and therefore some 
departments such as student records may require additional training. The law does not dictate 
the frequency training should occur. VinciWorks (2018), an online compliance training provider, 
found over 50% of organisations require staff to take refresher training annually. The Information 
Commissioner’s Office personal data breach reporting form asks whether staff have completed 
training within the last 2 years (Information Commissioner's Office 2019d). The researcher 
believes frequency should be set by the provider based on their own risk assessments taking 
into consideration the type and volume of data being processed. 
98% of providers who responded to the freedom of information request have delivered training 
to staff on data protection post the introduction of the General Data Protection Regulation. Of 
which, 34% of providers have achieved a 100% completion rate and 78% of providers having 
trained at least 75% of staff. The study shows many organisations have chosen to deliver training 
through an e-module. This ensures all staff have the same basic level of knowledge and is an 
efficient means of providing training to large quantities of staff across multiple campuses. 
Workshop sessions are used by smaller providers who have not developed an e-module. Large 
providers use workshop sessions to enhance staff training, beyond the basic information 
delivered in the e-module. Respondents stated these training sessions are preferred due to the 
personalised delivery enabling training for specific departments looking at specific elements of 
data protection or IT security. One provider who responded to this study commented that in 
addition to data protection training they had also released mandatory cyber awareness training. 
The study shows despite the benefits of staff training, six providers, over one year into GDPR 
being enforceable, are yet to release training to staff on data protection. One provider 
counteracted this by stating while they have not released formal training, staff awareness has 
been raised through the display of posters and email updates. A further eight providers have 
released but do not track the completion of training meaning they are unable to benchmark the 
organisations basic understanding of data protection and security. Untrained staff increase the 
risk that data right requests are missed and breaches will occur (Bykoff 2019). 
Chapter summary 
Research has shown the sector recognises the importance of data protection legislation 
becoming increasingly conscious of how daily actions may impact the provider’s compliance 
and the data subject. Providers want to do the right thing but lack clear guidance from the 
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regulator, membership bodies and government resulting in a collective response to align 
practice with other providers in tern increasing their own confidence and spreading any residual 
risk. 
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Chapter 7: Resources and Structure 
Data mapping 
The study has revealed a reoccurring item on internal compliance action plans was to identify 
what information was held by the provider and how different departments use it, a process 
known as data mapping. Providers also reviewed the policies in place to govern the data. The 
literature review highlighted organisations had previously not taken an enterprise-wide 
approach to data governance (Price and Evans 2013) further seen through the results of this 
study which show data management as one of the largest challenges faced by colleges. The 
output of a data map also provided often unexpected benefits to the provider, discussed later in 
this chapter. 
Reporting obligations to the Department for Education and funding bodies mean Further 
Education providers collect large quantities of data. While providers are moving towards a 
greater use of electronic database systems, providers still hold vast quantities of historic paper 
records with one College Group reporting they identified in excess of 1000 archive boxes held 
onsite and in offsite storage which could be destroyed following a project off the back of data 
protection compliance. For many, the General Data Protection Regulation and the process of 
data mapping was the first time they have felt a requirement to look at and establish what data 
is held. Financial constraints on the Further Education sector, combined with the large amount of 
time and human resource required to complete the task accurately, meant data mapping is 
something which historically has not been a priority. Mergers, especially given the influx which 
occurred following the area review process between 2015 and 2017, increased the volume and 
complexity of information held by providers. Mergers often lead to business support 
departments such as HR and student records being consolidated to improve the providers 
financial stability. This can include reducing the number of staff within those departments which 
introduces the risk of staff not having a full understanding of where historic data sits within the 
organisation. The data mapping exercise is one way of counteracting this, providing a 
documented record of processing activities. 
Data Protection Officer 
Out of 245 providers who responded to the question ‘Has your organisation outsourced your 
Data Protection Officer?’, 17.5% stated their Data Protection Officer had been outsourced either 
on a fixed annual fee, on a pay as you go basis or to a shared services company. Freedom of 
information responses show Scotland has the largest proportion of providers outsourcing to a 
shared services company, with the colleges and universities collectively owning a shared Data 
Protection Officer company. This was also seen in other parts of the UK, predominately where 
providers are part of a parent company or trust. 
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When comparing the student population of the provider with the decision whether to appoint a 
dedicated Data Protection Officer, there was no correlation. Equally, no correlation could be seen 
between the number of staff and the decision to appoint a Data Protection Officer. 
Where the Data Protection Officer role is appointed internally, only 21 providers who responded 
have a dedicated Data Protection Officer whose scope is limited to information governance. 16 
of these providers shared the full time equivalent pay scale for the Data Protection Officer role as 
of September 2019. The minimum pay scale ranged from £23,000 to £56610 with a median of 
£36993. The mean average minimum pay is £32918 and the mean average maximum pay is 
£39330. Comparable with secondary literature sources, this is above average for the education 
sector of £27000 - £32500 (Totaljobs Group Ltd 2019) but below the median for the role across 
industries in the UK of £42283 (Neuvco 2019). Given the financial constraints on the sector, the 
investment into having a dedicated role is further evidence of providers commitment to good 
information governance and compliance with the legislation. Two provider commented that 
financial cuts can be attributed to the providers inability to fund a dedicated Data Protection 
Officer position but stated the introduction of the role was a priority of the governing body for 
the next fiscal year. 
Where an internal Data Protection Officer has been appointed who also conduct tasks 
considered outside the scope of information governance, qualitative data showed it was 
common place for these roles to be completed by: the Head of Information Technology, the 
Management Information Systems Manager, the Clerk to the Corporation or a senior manager 
such as the Principal or Assistant Principal. Article 38 of the regulation (European Council 2016) 
outlines independence as one of the requirements for the Data Protection Officer role. It could 
be argued, additional tasks conducted within the staff members wider role involve making 
decisions on how information is processed within the organisation and therefore full 
independence can not be achieved. As an example, if a data breach was caused due to the way 
an IT system was configured, the Head of Information Technology, who also carries the role of 
Data Protection Officer, could not independently investigate the data breach and hold the 
organisation to account. One way around this would be to job share the role however, this would 
is a practice undertake by only a limited number of providers and could create further 
complications in accountability. 
Only five providers had more than one person employed dedicated to working on data 
protection. The majority of DPOs are supported by staff whose main role is not data protection 
or information compliance. Within these providers it was common place for IT or student record 
teams to have a basic level of data protection knowledge to support in the response to data 
rights or helpdesk enquiries. However, strategic matters remained with the dedicated Data 
Protection Officer. 
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An approachable Data Protection Officer 
A Data Protection Officer must have sufficient resource, including time, to conduct their role 
(European Council 2016). Tasks include being a contact point for data subjects and to advise and 
inform employees of their obligations when processing personal data. This requires an element 
of internal self promotion. Interview participants highlighted the importance of being visible. 
This ensures people have the confidence to approach them, especially for breach reporting 
when it is crucial to come across as supportive rather than a member of law enforcement. 
Equally there must be a culture where staff are not afraid to seek advice and approach the Data 
Protection Officer when they think they have done something wrong. 
Subsequent improvements 
The General Data Protection Regulation has raised the importance of data protection principals 
which have existed for over 20 years but, in some organisations had been forgotten. Raising the 
profile of data protection compliance has increased compliance in other areas such as IT security. 
Primary data collection participants suggested these changes would have eventually happened 
anyway but, the regulation has changed the provider’s priorities; largely as a result of the need to 
data map. Study participants have explained how this work has consolidated data pools. 
Furthermore, out of support IT systems have been updated and the migration of core services to 
industry leading cloud providers has taken place to ensure compliance with the security 
principal. 
Chapter summary 
It is evident providers have carefully considered the requirements of the General Data Protection 
Regulation on their own institution and taken steps to ensure compliance both in the short and 
long term.  Only 21 providers have appointed a dedicated Data Protection Officer and this is an 
area the researcher highlights of concern. While financial constraints are recognised, the study 
has shown the benefits a Data Protection Officer can bring in improving information governance 
across the whole organisation and the subsequent benefits which can be seen through efficient 
use of this data on modern IT systems. 
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Chapter 8: Personal Data Breaches 
Building trust 
The student focus group showed students trust their college to look after their data. This trust 
can be attributed to the purpose of Further Education providers and the part they play in society. 
Colleges are not for profit organisations and their classification removes any political or state 
perceptions students may have on big data concerns. Despite the large amount of data they 
process on a daily basis, students do not have a big brother view of Further Education providers. 
But should they? It is acknowledged Further Education providers are required to collect, store 
and process vast amounts of data, including special category data, to deliver an education. If a 
student wants to study at a provider, they recognise they have no choice other than to share the 
data, but this does not act as any guarantee for the safety of the data. 
Internal data breach register 
This study has investigated the occurrence of Further Education data breaches and the impact 
they cause. A personal data breach is defined in data protection legislation and can be found in 
chapter three. Out of 249 providers who responded to the question ‘How many personal data 
breaches as defined within GDPR did your organisation internally register between 25 May 2018 
and 25 May 2019?’, 179 stated they had experienced a breach, representing 72% of respondents. 
21 of the 179 providers internally recorded 20 breaches or more during the first year of the 
regulation being enforceable, of which 6 of the providers operate across 5 or more campuses. 18 
of the providers have not outsourced the Data Protection Officer. These providers do not come 
from any one geographic location, evenly distributed across all nations regions of the United 
Kingdom. The largest number of breaches recorded internally by any one provider was 81 
personal data breaches but it should be noted that they are a College Group and their size might 
be a contributing factor to the larger figure. On average providers who have internally recorded 
data breaches experienced eight breaches. 
70 of the providers who responded stated they had not experienced any data breaches. While 
not impossible, the researcher believes this is highly unlikely considering the broad definition of 
a personal data breach and suggests poor reporting structures or record keeping may be the 
cause of this claim. Alternatively, staff may be following stringent process but their perception of 
what fits within the definition of a personal data breach is different to staff at other providers 
which may highlight a training requirement. 
Five of the providers had less than 50% completion on post-GDPR staff training potentially 
highlighting a lack of awareness on what a data breach is. When looking at the type of provider 
no correlation can be seen between the type of provider and the number of breaches internally 
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recorded showing no one type of provider is better at preventing or recognising personal data 
breaches. 
Reportable breaches 
Where the personal data breach is likely to cause a risk to people’s rights and freedoms there is 
an obligation to report the breach to a supervisory authority (European Council 2016). 61 of the 
providers who responded to the freedom of information request had reported breaches to a 
supervisory authority between 25 May 2018 and 25 May 2019. 
Collectively these providers reported experiencing 1529 personal data breaches with 101 of 
those breaches, equivalent to 6%, being reported to a supervisory authority. The supervisory 
authority for the UK is the Information Commissioner’s Office who in the same time period 
confirmed, in response to a freedom of information request sent by the researcher, it is 
processing 1915 items of casework in relation to personal data breach reports logged under the 
education sector which will include schools, colleges and universities. The Information 
Commissioner’s Office was unable to filter this figure to only show Further Education providers, 
within the cost limits as laid out in the Freedom of Information Act, due to the limitations in their 
outgoing casework management system. 
Chapter summary 
Despite organisational and technical safeguards a provider will never be unsusceptible to 
personal data breaches. However, it is clear good information governance and consistent staff 
training on data protection will enable any organisation to mitigate and respond to breaches. 
For a sector with little financial resource and who trades on their reputation, it is vital all 
providers have the training and processes in place to protect personal and commercial data and 
identify and effectively deal with any breaches which may occur. Providers require a culture 
where staff are not afraid to seek guidance and raise potential data breaches to ensure the 
provider can be accountable. Students trust providers to look after their valuable data and the 
research suggests not all providers can effectively safeguard the data in their care. 
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Chapter 9: The Student Perspective 
Understanding data protection 
The focus group with current Further Education students has shown that students have an 
awareness of data protection and a good understanding of what constitutes personal data, 
capable of identifying a range of basic identifiers. Students were less aware of their digital 
footprint, not appreciating the volume of data collected by online sites including marketplaces 
and social media channels and how this data could be used to build up a profile on them. As this 
topic was explored one student described it as “scary”. 
Students recognised the value of their personal data and the potential consequences of data 
breaches and leaving privacy settings open. However, some students showed an immaturity 
when the researcher explored the privacy paradox theory, explored in chapter 2. Students 
openly admitted to exchanging their email address and other personal details in exchange for 
free WiFi access or to access a service free of charge while also accepting privacy notices without 
reading them. 
Students recognise the risks of social engineering with Data Protection Officers recounting 
incidents where students have refused to give out information, not trusting the sources. One 
interview participant recollected how students refused to give details to a marketing agency 
acting on behalf of the provider because the student was not expecting the phone call and the 
number used by the agency had a different area code to that of the educational provider. Several 
participants also provided examples of students raising concerns of data breaches with 
providers when their personal email addresses were disclosed in the ‘to’ field of a mass email. 
Transparency 
During interviews with data practitioners, it was generally agreed students understand the 
principals of data protection but few were convinced students take the time to read through 
privacy notices or check what they are signing up too. This was confirmed during focus groups 
where students stated it was rare for them to read a privacy notice and less so when dealing with 
a trustworthy organisation such as their College. Students understood text heavy privacy notices 
existed to meet legal requirements but also highlighted they were less likely to engage with a 
text heavy document and it may be a barrier for learners with lower levels of English or students 
with learning needs. This highlights a need for providers to be creative in the way they present 
their privacy notices. Privacy notices must be intelligible and easily accessible to the student. 
One interview participant used the analogy of taking a horse to water. You can give the student a 
privacy notice but you can’t make them read it. During focus groups, students highlighted the 
preference to receive privacy notices in interactive formats such as videos and posters, 
highlighting social media and YouTube as the method of communication for their generation. 
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While changing the media used to communicate the message would not affect how many 
engage with the privacy notice, students felt there was a greater chance of them understanding 
its content. Some providers have experimented with visual privacy notices, using comic-strips 
and videos to engage learners in the way their data is collected, stored and used (Pembroke 
2019; Wakefield College 2018; City of Glasgow College 2018). 
Contact with parents and guardians 
The research shows the lawful basis for contact with parents of students under the age of 18 
where communication is not related to safeguarding or welfare concerns is not consistent across 
the sector. One provider commented that most institutions, including their own, who work with 
learners aged 16-18 struggle to understand what data they are allowed to share with parents 
and under what circumstances. The lawful basis used for contact with parents or guardians, 
broken down by provider type can be seen in figure 9.1. 
Figure 9.1 - Lawful basis for parental contact by provider type 
222 providers responded to this question in the Freedom of Information response. The graph 
shows consent is used by the majority of providers with 55% of respondents opting to use this 
lawful basis. A further 7% of the sector do not have routine contact with parents, only 
communicating where it is in the vital interest of the student. 8% of providers have stated they 
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use contract as their lawful basis, part of the agreement students sign with the provider in 
choosing to enrol with them. 14% rely upon public task and 6% rely upon legal obligation. 
Providers pointed to the Children and Families Act (British Government 2014) and the Education 
Act (British Government 2011) as the corresponding legislation when justifying their choice of 
lawful basis. There are a number of pieces of legislation covering data processing activities in 
Further Education and no one piece of legislation will cover the full range of data sets and 
circumstances in which a provider may choose to communicate with parents and guardians. The 
purpose of this paper is not to provide legal advice and the researcher does not have the legal 
knowledge to verify whether these pieces of legislation can be replied upon. However, the paper 
does highlight the miss-matched practice across the sector. 
Students aged 16 to 25 were unanimous in telling the researcher they should be the ones to 
have ultimate control over the use of their data and who has access to it. It was accepted parents 
and guardians should be able to access limited information on them for issues relating to 
safeguarding or in an emergency. However, where the provider could reasonably contact the 
student first, the students believed they should be consulted before sharing took place. In this 
mindset, students thought consent was the most appropriate lawful basis but not all students 
understood the requirements for that consent to be freely given with one student commenting 
that providing parental contact details to a provider, in their mind, was them giving consent for 
data sharing to take place. 
The researcher believes consent is the most appropriate lawful basis as it gives the data subject 
the greatest control over how their data is used and ability to enforce their rights. The Gillick 
competency test (1985) would suggest the majority of Further Education students have capacity 
to give and revoke consent. Gillick competency is the principle used to judge a child’s capacity to 
consent to medical treatment, developed when a parent challenged Department of Health 
guidance which enabled doctors to provide contraceptive advice and treatment to girls under 
the age of 16 without their parents knowing. If the child was able to pass the test they are 
considered to have sufficient understanding and intelligence to fully understand what is 
involved in a proposed treatment (Care Quality Commission 2018). Today the principle of Gillick 
competency is applied beyond the medical sector and the researcher believes a student capable 
of consenting to medical treatment should also be capable of consenting to the sharing of their 
personal data with their own parent or guardian (Trevelyan 2020; Grant 2017). 
Parents and guardians have not been consulted as part of this study however, literature 
resources argue parents and guardians should have access to personal information on their son 
or daughter for the duration of time in which they have parental responsibility (Castro et al. 
2015). Here it is important to acknowledge the age where parental responsibility ends is lower in 
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Scotland, at 16 years old, comparable with 18 years old for the other nations of the United 
Kingdom. 
To have a consistent approach for all students, consideration must also be given to looked after 
learners. The question arises as to in what scenario the local authority is acting as a data 
controller and therefore governed by the Data Protection Act (British Government 2018) and 
data sharing agreements compared with their capacity as a guardian for the young person. The 
researcher recognises the complexities of this consideration and is a recommendation for further 
exploration in future research studies. 
Chapter Summary 
It is clear students aged 16 and over have a good understanding of what constitutes their 
personal data and is able to make reasonable efforts to safeguard that data. The privacy paradox 
has been observed during data collection but the researcher does not believe this should 
undermine a student’s capacity to decide how their educational data should be used and shared. 
Students were clear on their views of providers sharing their data with parents and guardians, 
favouring the lawful basis of consent. This is the lawful basis used by the majority, 55%, of 
providers giving the student the greatest control over their personal data. While the additional 
work involved in maintaining consent is recognised, it can be considered the right thing to do 
and is the lawful basis least likely to be open to litigation because of the control the provider is 
giving to the student. 
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Chapter 10: Conclusions and Recommendations 
This study is a first of its kind, providing baseline data, representative of the whole sector, on the 
level of Further Education data protection compliance. The findings from this paper are intended 
to enable providers to inform their own practice and collectively raise the standard of 
information governance across the Further Education sector. The study has shown how 
providers have embraced the General Data Protection Regulation utilising the power of the 
sector to collectively inform their own practice for the benefit of all stakeholders. 
Challenges faced by the Further Education sector 
In the approach to and following the General Data Protection Regulation becoming enforceable, 
the sector continue to face a number of challenges in achieving and maintaining compliance 
with the regulation: 
• Financial constraints through continued budget cuts have directly impacted providers ability 
to invest in information governance, resulting in some providers struggling to achieve the 
basics of data mapping and staff training. 
• Only 21 Further Education providers in the UK have a dedicated Data Protection Officer 
whose role is limited to information governance tasks. Evidence shows having a dedicated 
member of staff within the role ensures independence is maintained but, also acts as a 
strategic lead in driving information governance throughout the whole organisation and 
relieves pressure on business as usual tasks when large data subject requests are received. 
• Where a dedicated Data Protection Officer has not appointed this is due to the cost or 
because the provider does not believe they are of a size to justify a dedicated role. It is often 
this role sits with a manager or a member of the senior leadership team creating a conflict of 
interest and does not give the member of staff the independence required by the legislation. 
• There is a lack of clear guidance designed for the Further Education sector to inform their 
data protection practice. Guidance published by the Department for Education has been 
criticised as substandard resulting in providers working together to identify what compliance 
means. 
• 50% of Further Education providers were unable to respond to the freedom of information 
request made as part of this study within the statutory 20 working day timeframe, 
highlighting failings in providers abilities to respond to basic information requests. 
• The lawful basis for parental contact is not consistent across the sector. 55% of providers are 
using the lawful basis of consent and it is the recommendation of the researcher that other 
providers consider changing to this lawful basis giving students the greatest control over 
how their data is used. 
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• 6% of data breaches experienced by Further Education providers met the criteria to be 
reportable to a supervisory authority.  This highlights a need for providers to do more to 
safeguard personal data in their care. Given 70 providers claim to have never experienced a 
personal data breach, there is a need to further educate staff on what constitutes a data 
breach. 
Good practice across the Further Education sector 
However, despite the challenges, the sector has embraced the legislation. Compliance is binary  - 
you are either compliant or non-compliant. No large organisation will be 100% complaint with 
data protection legislation a journey rather than a milestone. The study has shown the Further 
Education sector has made good progress towards completing tasks on their action plans; with 
some providers using this as an opportunity to drive efficiencies elsewhere in the organisation. 
The researcher highlights the following areas of good practice: 
• While taking different approaches, providers have consistently identified the same tasks on 
their internal action plans, including the completion of article 30 documentation, to ensure a 
basic level of compliance with the General Data Protection Regulation. 
• The importance of data protection is recognised throughout all levels of providers and in the 
large majority of providers it is evident that senior management teams and boards of 
governors have bought into and support data protection compliance projects. 
• Students trust Further Education providers with their personal data. Some providers have 
began exploring alternative ways of communication their privacy notices, such as through 
the use of video content. It is the recommendation of the researcher that providers adopt 
similar strategies to engage students, particularly vulnerable students, improving 
transparency in the providers use of personal data. 
• 98% of providers have released training to staff on data protection. Some providers also 
deliver training on cyber security. Providers have found benefit in the use of e-modules to 
ensure a basic competency across the organisation with the use of face to face training 
sessions to enhance and personalise training for specific departments. 
• Data mapping exercises have enabled providers to gain a better understanding of the data in 
their care and how it moves through the organisation. Providers have found additional 
benefits in completing this task through the refinement of systems and better utilisation of 
data to track and support learners throughout their studies. 
• Through data mapping and data minimisation projects historic paper records, outside 
retention schedules, have been identified and destroyed reducing the amount of data and 
subsequent liability held by providers. 
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• The General Data Protection Regulation has increased the focus on IT security with a number 
of providers decommissioning obsolete servers, migrating and updating outdated 
infrastructure. The increased priority given to ensuring secure IT systems reduces the 
likelihood of a cyber attack being successful in the future and enables providers to work 
towards the requirements of cyber essentials certification. 
• 98.4% of right of access requests and 87.3% of right of erasure requests received by providers 
were responded to within the statutory timeframe demonstrating staff ’s ability to identify 
requests and the effectiveness of internal processes in responding to the requests. However, 
providers have highlighted the impact on resource when large or complex requests are 
received. Providers must ensure they can be flexible with resource to cope with any peak in 
demand. 
Future research 
This paper provides the building blocks to understanding the status of data protection 
compliance across the Further Education sector. The study has highlighted a number of 
challenges the sector continues to face and further research into these areas will enable greater 
insight for providers to improve their practices. Further exploration of the role of a parent in 
Further Education, from the perspective of maintaining student data privacy, and the competing 
expectations on data sharing in this scenario would also provide greater clarity to the sector. 
Time and cost restraints of the study restricted the volume of qualitative data which could be 
collected and therefore it is also the recommendation of the researcher that future research 
studies collate the views of a larger sample of data practitioners and current students, across all 
nations of the United Kingdom to better understand and validate these views drawing on the 
experiences of more participants. 
The researcher recognises the call from data practitioners working within the Further Education 
sector for greater guidance and clarity from the Information Commissioner Office and 
Department for Education and highlights the benefit of a toolkit built specifically for the sector, 
providing model documentation and to ensure greater synergy in approach across the sector. 
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ZKLFKDUHFLYLOLDQJRRGVEXWZLWKDSRWHQWLDOPLOLWDU\XVHRUDSSOLFDWLRQSURGXFWV
XVHGIRUWRUWXUHDQGUHSUHVVLRQUDGLRDFWLYHVRXUFHV)XUWKHULQIRUPDWLRQIURPWKH([SRUW&RQWURO2UJDQLVDWLRQ
>KWWSVZZZJRYXNJRYHUQPHQWRUJDQLVDWLRQVH[SRUWFRQWURORUJDQLVDWLRQ@
4'RHV\RXUUHVHDUFKLQYROYHWKHVWRUDJHRIUHFRUGVRQDFRPSXWHUHOHFWURQLFWUDQVPLVVLRQVRUYLVLWVWRZHEVLWHVZKLFKDUHDVVRFLDWHGZLWK
WHUURULVWRUH[WUHPHJURXSVRURWKHUVHFXULW\VHQVLWLYHPDWHULDO")XUWKHULQIRUPDWLRQIURPWKH,QIRUPDWLRQ&RPPLVVLRQHUV2IILFH
>KWWSVLFRRUJXNIRURUJDQLVDWLRQVJXLGHWRGDWDSURWHFWLRQ@
5HTXHVWIRUHWKLFDODSSURYDOIRUP5($)
$GGLWLRQDOTXHVWLRQV
3URYLGHDEULHIGHVFULSWLRQRI\RXUSURMHFWLQFOXGLQJDQRXWOLQHRIWKHGHVLJQDQGPHWKRGRORJ\
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,QLWLDOO\WKHUHVHDUFKHUZLOOFRQGXFWDTXHVWLRQQDLUHWRJHWDJHQHUDORYHUYLHZRIWKHVHFWRUDQGFROODERUDWHWKHILQGLQJVRIWKHOLWHUDWXUHUHYLHZ7KH
TXHVWLRQQDLUHZLOOEHGLVWULEXWHGHOHFWURQLFDOO\WRGDWDSURWHFWLRQWHDPVZLWKLQIXUWKHUHGXFDWLRQXWLOLVLQJWKH-,6&PDLOGLVWULEXWLRQOLVWVDQGE\FRQWDFWLQJGDWD
SURWHFWLRQRIILFHUVGLUHFWO\XVLQJLQIRUPDWLRQZLWKLQWKHSXEOLFGRPDLQ6XEVHTXHQWO\DVHULHVRIVHPLVWUXFWXUHGLQWHUYLHZVZLOOEHFRQGXFWHGZLWKSDUWLFLSDQWV
FKRVHQEDVHGRQWKHLUNQRZOHGJHRIWKHOHJLVODWLRQDQGLWVSUDFWLFDODSSOLFDWLRQZLWKLQWKHVHFWRUDQGWKHLURZQRUJDQLVDWLRQV7KHUHVHDUFKHUZLOODOVRKROGD
IRFXVJURXSZLWKIXUWKHUHGXFDWLRQVWXGHQWVWRXQGHUVWDQGWKHLUSHUFHSWLRQVRIGDWDSURWHFWLRQOHJLVODWLRQ3DUWLFXODUIRFXVZLOOEHRQZKDWGDWDWKH\EHOLHYH
WKHLUFROOHJHKDVDFFHVVWRDQGZKRWKH\EHOLHYHWKLVVKRXOGEHVKDUHGZLWK
)XUWKHUHGXFDWLRQFROOHJHVDUHVXEMHFWWR)2,DQGWKHUHIRUHWKHUHVHDUFKSODQVWRPDNHDUHTXHVWWRHYHU\FROOHJHZLWKDSUHVHWOLVWRITXHVWLRQVHQDEOLQJD
EDVHOLQHRITXDQWLWDWLYHGDWDWRGHGXFHFRPPRQSUDFWLFH
$LP
&ULWLFDOO\DQDO\VHWKHDSSURDFKHVWR*'35DQG'3$FRPSOLDQFHZLWKLQWKH8.IXUWKHUHGXFDWLRQVHFWRUWRLGHQWLI\EHVWSUDFWLFHDQGFRPPRQFKDOOHQJHV
2EMHFWLYHV
,QYHVWLJDWHZKRLVLQYROYHGZLWKPDQDJLQJ)(GDWDSURWHFWLRQFRPSOLDQFHDQGDVFHUWDLQWKHSHUFHLYHGLPSRUWDQFHRIGDWDSURWHFWLRQDWDOOOHYHOVRIWKH)(
RUJDQLVDWLRQDOKLHUDUFK\
,GHQWLI\UHRFFXUULQJWDVNVRQ)(FRPSOLDQFHSODQVWRGHWHUPLQHWKHNH\SULRULWLHVIRUWKHVHFWRULQHQVXULQJFRPSOLDQFH
,GHQWLI\JRRGSUDFWLFHIRUGDWDSURWHFWLRQFRPSOLDQFHDFURVVWKHVHFWRU
,GHQWLI\PDMRUFKDOOHQJHVWRGDWDSURWHFWLRQFRPSOLDQFHIDFHGDFURVVWKH)(VHFWRUDQGWKHDFWLRQVEHLQJWDNHQWRRYHUFRPHWKHVH
,QYHVWLJDWHWKHXVHRIGDWDVXEMHFWULJKWVDQGWKHRFFXUUHQFHRIGDWDEUHDFKHVDFURVVWKH)(VHFWRUXQGHUWKHQHZOHJLVODWLRQZLWKDIRFXVRQWKHLPSDFWWKLV
KDVKDGRQUHVRXUFH
4XHVWLRQQDLUHVDQGVHPLVWUXFWXUHGLQWHUYLHZVZLOOEHFRPSOHWHGE\GDWDSURWHFWLRQRIILFHVZRUNLQJZLWKLQWKHVHFWRU7KHSXUSRVHRIWKHUHVHDUFKZLOOEH
H[SODLQHGDWWKHVWDUWDQGSDUWLFLSDQWVFDQZLWKGUDZDWDQ\WLPH
)RFXVJURXSVZLOOFRQVLVWRIIXUWKHUHGXFDWLRQVWXGHQWVSULPDULO\DJHGZKRIRUPSDUWRIWKHVHQLRUUHSUHVHQWDWLRQZLWKLQ)(VWXGHQWXQLRQV7KHSXUSRVH
RIWKHUHVHDUFKZLOOEHH[SODLQHGEHIRUHWKHIRFXVJURXSVVWDUWDQGWKHVWXGHQWVZLOOKDYHWKHRSSRUWXQLW\QRWWRSDUWLFLSDWHDWWKDWWLPH7KH\FDQDOVRZLWKGUDZ
SDUWZD\WKURXJKWKHIRFXVJURXSVKRXOGWKH\ZLVK7KHVHVVLRQZLOOEHDXGLRUHFRUGHGIRUWKHSXUSRVHRIZULWLQJPLQXWHVZLWKWKHFRQVHQWRIDOOSDUWLFLSDQWV
7KHIRFXVJURXSZLOOFRQVLVWRIRSHQTXHVWLRQV
:KHQFROOHFWLQJGDWDSDUWLFLSDQWVZLOOEHJLYHQDEULHILQJVKHHWRXWOLQLQJWKHSXUSRVHDQGXVHRIWKHGDWDLQFOXGLQJFRQWDFWGHWDLOVIRUWKHUHVHDUFKHUVKRXOG
WKH\KDYHDQ\TXHVWLRQVRUFRQFHUQV5HVHDUFKILQGLQJVZLOOXVHSVHXGRQ\PLVDWLRQWRSURWHFWWKHVRXUFHVRILQIRUPDWLRQXQOHVVH[SOLFLWFRQVHQWKDVEHHQ
VRXJKWIURPWKHSDUWLFLSDQW,QGLYLGXDOVPD\EHLGHQWLILDEOHZLWKLQUDZGDWD5DZGDWDZLOORQO\EHDFFHVVLEOHWRWKHUHVHDUFKWHDPDQGLGHQWLILDEOHGDWDZLOOQRW
EHSXEOLVKHGZLWKRXWZULWWHQSHUPLVVLRQIURPWKHLQGLYLGXDO
7KHUHVHDUFKHUUHFRJQLVHVVHQVLWLYHGDWDPD\EHFROOHFWHGWKURXJKRXWWKHVWXG\LQFOXGLQJFRPPHUFLDOO\VHQVLWLYHGDWDDURXQGJRYHUQDQFHDQGDSSURDFKWR
GDWDSURWHFWLRQFRPSOLDQFHDVZHOODVLQIRUPDWLRQRIGDWDEUHDFKHVDQGXVHRIGDWDVXEMHFWULJKWV,QIRUPDWLRQFROOHFWHGGXULQJWKLVVWXG\ZLOOEHWUHDWHG
FRQILGHQWLDOO\QRWVKDUHGZLWKDQ\RQHRWKHUWKDQWKHUHVHDUFKLQYHVWLJDWRUVDQGVWRUHGVHFXUHO\RQDQHQFU\SWHGDQGSDVVZRUGSURWHFWHGGHYLFHDQG
FROOHFWHGXVLQJ0LFURVRIW&ORXG
3DUWLFLSDQWVZLOOEHJLYHQDSDUWLFLSDQWLQIRUPDWLRQVKHHWZKLFKKDVEHHQPRGHOOHGXSRQWKHH[DPSOHSURYLGHGE\6ROHQW8QLYHUVLW\7KH8QLYHUVLW\LQIRUPHG
FRQVHQWIRUPZLOODOVREHXVHGZKHUHUHTXLUHG
$GUDIWSDUWLVLSDQWLQIRUPDWLRQVKHHWKDVEHHQFUHDWHGDQGLVDYDLODEOHIURPWKHSULQFLSDOLQYHVWLJDWRU
:KDWDUHWKHVSHFLILFDLPVRI\RXUSURMHFW"
3OHDVHJLYHDVPXFKUHOHYDQWGHWDLODVSRVVLEOHDERXWWKHSDUWLFLSDQWVDQGRUJDWHNHHSHUWKDWZLOOEHLQYROYHGLQ\RXUSURMHFW3OHDVH
LQGLFDWHZKHUHDSSURSULDWHZKHWKHU\RXUSURMHFWZLOOLQFOXGHQDPHGSDUWLFLSDQWV
3OHDVHGHVFULEHWKHPDWHULDOVWRSLFVWKDWZLOOEHXVHGDVSDUWRI\RXUSURMHFW3OHDVHSURYLGHDFRS\RIWKHPDWHULDOVDQGDQ\FRQVHQWIRUP
ZKHUHDSSURSULDWHZKLFKSDUWLFLSDQWVPD\EHDVNHGWRVLJQ
3OHDVHSURYLGHDQ\IXUWKHULQIRUPDWLRQWKDW\RXWKLQNPD\EHXVHIXOWRWKHSDQHOWRUHYLHZ\RXUSURMHFWIRUHWKLFDODSSURYDO
'HFODUDWLRQV
,ZHWKHLQYHVWLJDWRUVFRQILUPWKDW
7KHLQIRUPDWLRQFRQWDLQHGLQWKLVFKHFNOLVWLVFRUUHFW
,ZHKDYHDVVHVVHGWKHHWKLFDOFRQVLGHUDWLRQVLQUHODWLRQWRWKHSURMHFWLQOLQHZLWKWKH8QLYHUVLW\(WKLFV3ROLF\
,ZHXQGHUVWDQGWKDWWKHHWKLFDOFRQVLGHUDWLRQVRIWKHSURMHFWZLOOQHHGWREHUHDVVHVVHGLIWKHUHDUHDQ\FKDQJHVWRLW
,ZHZLOOHQGHDYRXUWRSUHVHUYHWKHUHSXWDWLRQRIWKH8QLYHUVLW\DQGSURWHFWWKHKHDOWKDQGVDIHW\RIDOOWKRVHLQYROYHGZKHQFRQGXFWLQJWKLV
UHVHDUFKHQWHUSULVHSURMHFW
,ISHUVRQDOGDWDLVWREHFROOHFWHGDVSDUWRIP\SURMHFW,FRQILUPWKDWP\SURMHFWDQG,DV3ULQFLSDO,QYHVWLJDWRUZLOODGKHUHWRWKH'DWD3URWHFWLRQ$FW'3$
,DOVRFRQILUPWKDW,ZLOOVHHNDGYLFHRQWKH'3$DVQHFHVVDU\E\UHIHUULQJWRWKH,QIRUPDWLRQ&RPPLVVLRQHU¶V2IILFHIXUWKHUJXLGDQFHRQ'3$
>KWWSVLFRRUJXNIRURUJDQLVDWLRQVJXLGHWRGDWDSURWHFWLRQ@DQGRUE\FRQWDFWLQJIUHHGRPLQIRUPDWLRQ#VROHQWDFXN>PDLOWRIUHHGRPLQIRUPDWLRQ#VROHQWDFXN@
%\3HUVRQDOGDWD,XQGHUVWDQGDQ\GDWDWKDW,ZLOOFROOHFWDVSDUWRIP\SURMHFWWKDWFDQLGHQWLI\DQLQGLYLGXDOZKHWKHULQSHUVRQDORUIDPLO\OLIHEXVLQHVVRU
SURIHVVLRQ
,ZHKDYHUHDGWKHSUHYHQWDJHQGD
>KWWSVZZZJRYXNJRYHUQPHQWXSORDGVV\VWHPXSORDGVDWWDFKPHQWBGDWDILOH3UHYHQWB'XW\B*XLGDQFHB)RUB+LJKHUB(GXFDWLRQBB(QJODQGBB:DOHVBSGI@

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